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#£1.2-1 1T2017 DMERNE

ITE-CSP Crhersecurity Principles [6%]
ITE-CSP-01 Perspectives and impact [L1]

ITE-CSP-02  Policy goals and mechanisms [L1]

ITE-CSP-03  Securify services, mechanisms. and covntermeasures [L2]
ITE-CSP-04 Cyber-attacks and detection [L2]
ITE-CSP-05  High assurance systems [L2]
ITE-CSP-06  Vulnerabilities, threats, and risk [L2]
ITE-CSP-07 Ancaymity systems [L1]
ITE-CSP-08  Usable security [L1]

ITE-CSP-09  Cryptography overview [L1]
ITE-CSP-10  Malware fundameatals [L1]
ITE-CSP-11  Mitigation and recovery [L1]
ITE-CSP-12  Personal information [L1]
ITE-CSP-13  Operational issues [L2]

ITE-CSP-14 _Reportin requirements [L1]

ITE-GPP Global Professional Practice [3%]
ITE-GPP-01 Perspectives and impact [L1]
ITE-GPP-02 Professional issues and responsibilities [L1]
ITE-GPP-03 IT governance and resource management [L1]
ITE-GPP-04 Risk identification and evaluation [L1]
ITE-GPP05 Environmeatal issues [L1]

ITE-GPP-06 Ethical, lezal, and privacy issues [L1]
ITE-GPP-07 Intellectual property [L1]

ITE-GPP-08 Project management principles [L1]
ITE-GPP-09 Communications [L1]

ITE-GPP-10 Teamwork and coaflict management [L1]
ITE-GPP-11 Employability skills and careers i IT [L1]
ITE-GPP-12 Information systems principles [L1]

ITE-IMA Information Management [6%]
ITE-IMA-01 Perspectives and impact [L1]
ITE-IMA-02 Data-information concepts [L2]
ITE-IMA-03 Data modeling [L3]

ITE-IMA-04 Database query languages [L3]
ITE-IMA05 Data organization architecture [13]
ITE-IMA06 Special-purpose databases [L1]
ITE-IMA-07 Manaping the database environment [L2]

ITE-IST Integrated Systems Technology [3%]
ITE-IST-01  Perspectives and impact [L1]
ITEIST-0?  Data mapping and exchanse [L2]
ITEIST-03  Intersystem communication protocels [L2]
ITEIST-04 Integsative programming [L2]
ITEIST-05  Scripting techniques [L2]
ITEIST-06 Defensible integration [L1]

ITE-NET Networking [5%]
ITE-NET-01 Perspectives and impact [L1]
ITE-NET-02 Foundations of networking [L1]
ITE-NET-03 Physical laver [L2]
ITE-NET-04 Neworking aad interconmectivity [L3]
ITE-NET-05 Routing, switching, and internetworking [L2]
ITE-NET-06 Application networking services [12]
ITE-NET-07 Nefwork management [L3]

ITE-PFT Plform Techuologies [1%]
ITE-PFT-01 Perspectives and impact [L1]
ITE-PFT-02  Operating systems [L3]

ITE-PFT-03 Computing infrastructures [L1]
ITE-PFT-04 Architecture and organization [L1]
ITE-PFT-05 Application execution environment [L1]

ITE-SPA System Paradigms [6%]
ITE-SPA-01 Perspectives and impact [L1]
ITE-SPA-0? Requirements [L2]

ITE-SPA03 System architecture [L1]
ITE-SPA-04 Acquisition and sourcing [L2]
ITE-SPA-05 Testiag and quality assurance [L2]
ITE-SPA06 Integration and deployment [L2]
ITE-SPA07 System governance [L2]
ITE-SPA-08 Operational activities [L3]
ITE-SPA-09 Operational demains[L3]
ITE-SPA-10 _Performance analysis [L1]

ITE-SWF Seftware Fundamentals [4%]
ITE-SWF-01 Perspectives and impact [L1]
ITE-SWF-02 Concepts and techniques [L2]
ITE-SWE-03 Problem-solvinz stratesies [L1]
ITE-SWF-04 Program development [L3]
ITE-SWE-05 Fuadameatal data structores [L2]
ITE-SWF-06 Algorithm principles and development [L2]
ITE-SWF-07 Modera app programuming practices [L1]

ITE-UXD User Experience Design [3%]
ITE-UXD-01 Perspectives and impact [L1]
ITE-UXD-02 Human factors in desiga [L2]
ITE-UXD-03 Effective interfaces [L2]
ITE-UXD-04 Application domain aspects [L1]
ITE-UXD-05 Affective user experiences [L1]
ITE-UXD-06 Human-centered evaluation [L1]
ITE-UXD-07 Assistive technologies and accessibility [L1]
ITE-UXD-08 User advocacy [L1]

ITE-WMS Web and Mobile Systems [3%]
ITE-WMS-01 Perspectives and impact [L1]
ITE-WMS-02 Techuologies [L2]
ITE-WMS-03 Digital media [L2]
ITE-WMS-04 Applications concepts [L2]
ITE-WMS-05 Development Framewaoks [L2]
ITE-WMS-06 Vulnerabilities [L1]
ITE-WMS-07 Social software [L1]|

#1.2-2 1T2017 OFIRANE (WEHNE)

ITS-ANE Applied Networks [4%]
ITS-ANE-01 Proprietary nefworks [L2]
ITS-ANE-02 Network programming [L2]
ITS-ANE-03 Routing protocols [L2]
ITS-ANE-04 Mobile networks [L2]
ITS-ANE-05 Wireless networks [L2]
ITS-ANE-06 Storage area networks [L1]
ITS-ANE-07 _Applications for networks [L2]

ipplemental IT Domains and Levels of Student Engagement

ITS-CCO Cloud Computing [4%]
ITS-CCO-01 Perspectives and impact [L1]
ITS-CCO-02 Concepts and fundamentals [L2]
ITS-CCO-03  Security and data considerations [L2]
ITS-CCO-04 Using cloud computing applications [L2]
ITS-CCO-05  Architecture [L2]

ITS-CCO-06 Development in the cloud [L2]
ITS-CCO-07_Cloud infrastructure and data [L2]

ITS-CEC Cybersecurity Emerging Challenges [4%]
ITS-CEC-01 Case studies and lessons leamed [L1]
ITS-CEC-02  Network forensics [L2]

ITS-CEC-03  Stored data forensics [L2]

ITS-CEC-04 Mobile forensics [L1]

ITS-CEC-05  Cloud security [L1]

ITS-CEC-06  Security metrics [L1]

ITS-CEC-07 Malware analysis [L1]

ITS-CEC-08  Supply chain and software assurance [L1]
ITS-CEC-09 Personnel and human security [L1]
ITS-CEC-10  Social dimensions [L1]

ITS-CEC-11  Sccurity implementations [L1]
ITS-CEC-12 _ Cyber-physical systems and the [oT [L1]

ITS-DSA Data Scalability and Analytics [4%)
ITS-DSA-01  Perspectives and impact [L1]
ITSDSA02  Large-scale data challenges [L2]
ITSDSA03  Data managementapsi [1.2]
ITSDSA04  Methods, techniques. and tools [L2]
ITS-DSA05  Data goverance [L2]

ITS-DSA-06  Applications [L2]

ITS-IOT Internct of Things [4%]
ITS-I0T-01  Perspectives and impact [L1]
ITSI0T-02  IoT architectures [L2]
ITS-IOT-03  Sensor and actuator interfacing [L1]
ITSI0T-04  Data acquisition [L1]
ITS-I0T-05  Wireless sensor networks [L2]
ITS-I0T-06  Ad-hec setworks [L1]
ITS-I0T-07  Avtomatic coatrol [L2]
ITS-I0T-08  Intelligent information processing [L2]
ITS-I0T-08 _ IoT application and desien [L2]

TTS-MAP Mobile Applications [3%]
ITS-MAP-01 Perspectives and impact [L1]
ITS-MAP-02 Architectures [L1]
ITS-MAP-03 M m mobile

ITS-MAP-04 Servers and notifications [L1]
ITS-MAP-05 Performance issues [L1]
ITS-MAP-06 Views and gestures [L1]
ITS-MAP-07 Interface implementations [L2]

ITS-MAP-09 2D praphic and animation [L1]

ITS-MAP-08 Camera, state. and documents interaction [L1]

fL21

ITS-SDM Software Development and Management [2%]
ITS-SDM-01 Process models and activities [L2]
ITS-SDM-02 Platform-based development [L1]
ITS-SDM-03 Tools and services [L2]

ITS-SDM-04 Management [L2]
ITS-SDM-05 Deployment. operations, maintenance [L2]

ITS-SRE Social Responsibility [2%]
ITS-SRE-01  Social context of computing [L2]

ITS-SRE-03  Goverameat role and regulations [L1]
ITS-SRE-04  Global challenges and approaches [L1]
ITS-SRE-05  Risk management [L1]

ITS-SRE-06 Computing [L1]

ITS-SRE-02 Goals, plans, tasks, deadlines, and risks [L2]

TTS-VSS Virrual Systems and Services [4%]
ITS-VSS-01 Perspectives and impact [L1]
ITS-VSS-02  Application of virtualization [L2]
ITS-VSS-03  User platform virtualization [L1]
ITS-VSS-04  Server virtualization [L1]

ITS-VSS-05  Network virtualization [L2]
ITS-VSS-06  Cluster design and administration [L2]
ITS-VSS-07 Software cluster applications [L2]
ITS-VSS-08  Storage [L1]
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ITS-MAP | Mobile Applications AT I =k 3 B | SR

Software Development and

ITS-SDM VAANEYE: P x5 3 % | IR
Management

ITS-SRE | Social Responsibility 1T DS ETE 3 HBER | IR

ITS-VSS | Virtual Systems and Services | AR 2T A &Y —E R 3 AT | SR

NT-ITOERADOH V F 2T MMIONTE, LLFOG CREEIT- 72,

c VINRREA A=V LEREBEXNTERT 5,

c UINAOHEA & LT, fEEA, AR, ENERD, BETE, BT,
BLAMEEL, ARy, 8B, RESE FHOTE, BEE - 2EE
RERNA (RRIOEENE) 2HA LT D,

Y ORAMESL/ER L, THE & LTI, Lecture, Credits, Elective, Year, Term,
Overview, Learning objectives, Course goals, Course format, Evaluation %
HHET D,

- HAY (Learning objectives) IZ-OUNTIiE, IT2017 @ 6.3 IT Domain Clusters 0
% RAA 2O Scope & HT %,

- HA% (Course goals) DWW T, IT2017 @ 6.3 IT Domain Clusters M4 KA A
@ Competencies 1%,

IT HEZBETHE, ZLOXERSNITL<T570, AROMENHERTE S
EXCEL B DR EZHWTEHERBE O Y ¥ 27 A&{ER LT, Z DFRIZ, Learning objectives
(Z2OWTIE, Scope DFEF1,2,3 %, TNEND RAAL VDS DRREIC-L, -2, -3 ZDIF
% X 912 L7z, Course goals [ D\ Th, Competencies DJEE A, B, C &, TNLND KA
A DFREDRREIZ-A, B, CEDFBHLIIC LT,

F7-, BEREMICHOWT, 1T2017 @ Appendix B: Performances ®INEZ L9 5 L 9
{2 L7z, Performance No. &\ 9 #llZ 7% (), Subdomains DJEFRTH 5 01,02,03 &ZDHFT
DIEE a,b,c & KA A L OFEFOREBIATTH L HIc Lz (BIZIX, ITE-CSP-01-a),

ZOZEITEY, IT2017 O EOHEH JIT-1T IZxHE L T2 00, FEfli7extingz &5
TENTE, TRORNRERE L F/NRICT 22N TEL, IT HBEZBESTIEKLE
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EXCEL IZOWTIE, AEE S ITHNICABRZBHF L T\ 5,
RKIEED 42T, AREBROSHEEOD Y 2T LAE w7,

3. ACM/IEEE-IT ~D#R&

LRMEERI A U ¥ 2 T MEREDOFKEIL, ACM, IEEE-CS, AIS ([CX 234D H Y =T A
FHE 172005 7275 IT2017 FCTESMRLURELIT > T&E e, JOT-IT B L O HAENDEE
BEWBICB T 2 ERICET 2 EMBEOBUR AR E 2T, JI7T-1T OREEIT- 712,

ZOBFNCBWTEE LD 27 ARBIOBRFARICONTIEL, EXTE LD T,
ACM, IEEE-CS, AIS %%, JUOEHEZMERK LIRS ®ME T2 L LT 5,

1T2017 <TiZ, Appendix C (2T, £ [E (United States, Saudi Arabia and Middle East,
China) OHFEFIPBE I N TVWDLD, HARDOEFNPKEIOLETIZH W TERL SN D L 9 ek
HEHTTETH D,

A JT-ITH) F2S5LOZEERSE
WA=V LIRS, BREOD Y ¥ 27 AAEZRT,
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