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"\xb8\x1b\x11\x11\x11" /* movl $0x1111111b, Y%eax */
"\x2d\x10\x11\x11\x11" /* subl $0x11111110, Y%eax */
/ 0000000000000 */

"\x8b\x5d\x08" /* movl 0x8(%ebp), %ebx */
"\x8b\x4d\x0c" /* movl Oxc(%ebp), %ecx */
"\x8b\x55\x10" /* movl 0x10(%ebp), %edx */

/ DO00000O00og =/

"\xcd\x80"; /* int $0x80 */
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pid_t cfork(char *buf);

gbooooooboooboooboobooooobooonon
goooooooooooooooboogoboooDo
buf 000 cfork OO OD0O0OcforkOO00OOOOO
forkDOOOO0ODOOOOOODOOOOODOOOO
oboooobooooooboobooboooboooonn

0000000000000 000000000000000
goooooobooOoOooooooooOoOoOoooooooboo




gbogboobobobooooobooobobgooo
gboooooboooooboobooon

3 Uogg

00 20000000000O0OO00o0ooooo
goooooobooboooboooobooobooooo
gbobooooobooobooobooooobooooon
gbooooooooooooooobooobooonon
goooobooooooboobooobooooooobo
goooooobooobooobooooboooooboooo
gbobooooobooobooobooboooooboooo
gboooooobooooobooooooooooooon
goooboooboooboooboooboooboooo
goooooobooooboboooooboooooo
gboboooooboooboooboobooboooonon
obooooooooooooobooboooooon
gboooooooooobooooooo

StackGuard 4|0 000000000000 0OOO
O XorROOOOOOOOOOOOOOOOOOOO
oboooooobooooooboooboooboooon
gooooooooooboooooboogoobooooo
gboooboooooboobo

00 [1,3,500000000000000000O
goooooobooobooobooooobooboooDo
gooooooboooboooboooobooooboooo
gboooooboooobooon

4 00O

gbooobooobooboood

e 0000000 DOODOOODOOOLODODOOO
0000000000 return-into-libcO OO OO
ddoDo0oooUooouoDoooDooooooa
JdoDoooDooooooooooooooog
J00000oo00ooooooooooooog
ooo

e JO000D0DOOODDOODOOODOOODOODO
gbobooboobobooooboooboobong
oboooooooooooon

e JO00O0ODOOODOODODOODOOOOOOOO

oboboooobooooboobooobooobooog
goboooboooboobooboobog
gboboobooboboobooooobooboo
oboboooboooooooboooooooobooo
gboooooooooobooooooo

e J0OOOOOOOODOOODODODDODLOOOOO
gbooooboooobooooooo

obooooooooooooboooooooon
gobooboooooooooooobooooooo
gboooooooboobooooooobooonn
gbooooobooooobooon

ooon

[1] E. G. Barrantes, D. H. Ackley, S. Forrest, T. S.
Palmer, D. Stefanovi¢, and D. D. Zovi. Random-
ized Instruction Set Emulation to Disrupt Binary
Code Injection Attacks. In Proceedings of the 10th
ACM Conference on Computer and Communica-
tions Security (CCS 2003), pp. 281-289, Wash-
ington D.C., October 2003.

[2] M. Chew and D. Song. Mitigating Buffer Over-
flows by Operating System Randomization. Tech-
nical Report CMU-CS-02-197, Carnegie Mellon
University, December 2002.

B8] G. S. Kec, A. D. Keromytis, and V. Preve-
lakis. Countering Code-Injection Attacks With
Instruction-Set Randomization. In Proceedings

of the 10th ACM Conference on Computer and

Communications Security (CCS 2003), pp. 272—

280, Washington D.C., October 2003.

[4] P. Wagle and C. Cowan. StackGuard: Simple
Stack Smash Protection for GCC. In Proceedings
of the GCC Developers Summit, pp. 243-255, Ot-
tawa, Canada, May 2003.

[p) O0.000000000D0O00OO0O0OOOOODO
goooopoooooooo.o3pooooooo
000000000000 2000 (CSS 2000), pp.
243-248, 0 O, October 2003.



