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Intrusion Detection System Based on Static Analyses
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Attacking and exploiting vulnerable programs by manipulating control flow is becoming a common
occurrence, and thus a severe problem in today’s computing world. We have implemented an intrusion
detection system that detects anomalous behavior of a program. The system ensures that the behavior of
a program never strays from its intended control flow, which is extracted from its binary code.

Our system utilizes the call stack’s information to detect anomalous behavior. Call stack information
is useful to determine the current execution state, and therefore our system can achieve higher precision
and lower overhead when contrasted to other intrusion detection systems.

Furthermore, our system statically obtains all the transition paths of possible control flow. This
technique further reduces overhead during runtime. We will display our results by measuring the overhead
via experiments with real attack code on vulnerable programs.




